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Guide to Identifying and Handling Text or Impersonation Scams

1. What Is a Text or Impersonation Scam?

These scams involve messages, often via SMS, email, or messaging apps, where
attackers pretend

2. Common Signs of a Scam

Message Red Flags to Watch

For:

Urgency or pressure: 'Act now or lose access!'
Unusual requests: Asking for gift cards, wire transfers, or login credentials.

Spoofed identities: Appears to be from a known contact but uses a different number or
email.

Poor grammar or formatting: Typos, strange phrasing, or inconsistent branding.
Suspicious links: URLs that don’t match the official domain.

3. How to Handle a Suspected Scam Message
Do This:

Verify the sender using known contact info.

Report the message to your phone provider, IT team, or FTC.
Block Phone Number.

Delete the message.

Enable spam filters.

Don’t Do This:

Don’t click suspicious links.
Don't reply.

Don’t share personal or financial information.
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4. Tips to Stay Safe
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Use multi-factor authentication (MFA).

Keep software updated.

Educate your team.

Use a password manager or vault

5. Quick Reference Checklist

| Red Flag | Description |

| Urgency | 'Act now!" or 'Immediate action required’ |
| Unknown Sender | Number/email doesn’t match known contact |

| Suspicious Link | URL looks odd or doesn’t match official domain |
| Request for Money | Gift cards, wire transfers, crypto |

| Poor Grammar | Typos, strange phrasing, inconsistent tone |

How to Identify and Handle
TEXT OR IMPERSONATION SCAMS

o BE SUSPICIOUS
OF UNEXPECTED
MESSAGES

Unknown

There's a problem
with your bank
account. Resolve
it here: [Link]

o WATCH FOR A
SENSE OF URGENCY

< Steve(Boss)

| need you to
buy gift cards
for me. 'm
unavailable
by phone.

AVOID CLICKING
LINKS OR PROVIDING
INFORMATION

CONTACT THE
PERSON DIRECTLY
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How to Identify and Handle
TEXT OR IMPERSONATION SCAMS

These scms Involve messages—often via SMS, email, or mesaging.apps—
where attackers pretend to be scmeone trustworthy (e.g. a boss, bank,
government agency) to trick you into giving up money.

o WhAT IS A TEXT
OR IMPERSONATIAN SCAM?

Red flags to watch For:

» Urgency or pressure: Act now!
or iose access/" [

 Unusual request: Asking for giff cards,
wire transfers, or login credentials

* Spooted identities: Appears to be
from a known contact but uses a
different number or email

 Poor grammar or formatting: Typo,
strange phrasing, inconsistent brandi

* Suspicious links: URLs that don't
match the official domain

PHISHING SCAM

USPS

VISUAL EXAMPLES
OF SCAM MESSAGES

Your package

is ready for
pickup. Please
confirm the
delivery location;
http://us-trkinfo

SPOOFED
MESSAGE

PHISHING

SCAMING SPOOFED
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